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How Identity Thieves Get Your
Personal Information

They steal wallets and purses containing your
identification and credit and bank cards.

They steal your mail, including your bank and
credit card statements, pre-approved credit
offers, telephone calling cards and tax infor-
mation.

They complete a “ change of address form”
to divert your mail to another location.
They rummage through your trash, or trash
of businesses, for personal data in a practice
known as “ dumpster diving”.

How To Protect Yourself

Place passwords on your credit card, bank
and phone accounts. Avoid using easily avail-
able information like your mother’s maiden
name, your birth date, the last four digits of
your SSN or your phone number, or a series
of consecutive numbers.

Ask about information security procedures in
your workplace. Find out who has access to
your personal information and verify that
records are kept in a secure location. Ask
about the disposal procedures for those re-
cords as well.

Keep your purse or wallet in a safe place at
work.
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'Percentages are based on the fotal number of identity theft complaints where victims indicated whether they had
notified a police department (245.881). 98% of the identity theft victims who contacted the Federal Trade
Commission (FTC) directly reported law enforcement contact information. Less than one percent of victims who
notified the FTC that they had contacted a police department did not indicate if a report was taken.

Secure personal information in your home,
especially if you have roommates, employ outside
help or are having work done in your home.

Order a copy of your credit report from each of
the three major credit bureaus once a year. Don’t
underestimate the importance of this step. One of
the most common ways that consumers find out
that they’re victims of identity theft is when they
try to make a major purchase, like a house or a car.
The deal can be lost or delayed while the credit
report mess is straightened out. Knowing what’s in
your credit report allows you to fix problems be-
fore they jeopardize a major financial transaction.

Don’t give out personal information on the phone,
through the mail or over the Internet unless you've
initiated the contact or are sure you know who
you’re dealing with. Identity thieves may pose as
representatives of banks, Internet service providers
(ISPs) and even government agencies to get you to
reveal your SSN, mother’s maiden name, account
numbers and other identifying information. Before
you share any personal information, confirm that
you are dealing with a legitimate organization.

Guard your mail and trash from theft. Deposit
outgoing mail in post office collection boxes or at
your local post office, rather than in an unsecured
mailbox. Promptly remove mail from your mailbox.
If you’re planning to be away from home and can’t
pick up your mail, call the U.S. Postal Service at |-
800-275-8777 to request a vacation hold. The
Postal Service will hold your mail at your local post
office until you can pick it up or are home to re-
ceive it. To thwart an identity thief who may pick
through your trash or recycling bins to capture
your personal information, tear or shred your
charge receipts, copies of credit applications, insur-
ance forms, physician statements, checks and bank
statements, expired charge cards that you're dis-
carding, and credit offers you get in the mail.

Don’t carry your SSN card; leave it in a secure
place. Give your SSN only when absolutely neces-
sary. Ask to use other types of identifiers when
possible. Carry only the identification information
and the number of credit and debit cards that you'll
actually need.

Identity Theft Victims - Top 10 States

(Number of Victims)
January |—December 31, 2005

Location No. of Victims
I. California 45,175
2. Texas 26,624
3. New York 17,387
4. Florida 17,048
5. Illinois 11,137
6. Arizona 9,320
7. Georgia 7918
8. Pennsylvania 7,908
9. Michigan 7,139
10. North Carolina 5,830

Pay attention to your billing cycles. Follow up
with creditors if your bills don’t arrive on
time. A missing credit card bill could mean an
identity thief has taken over your account and
changed your billing address to cover his
tracks.

Be wary of promotional scams. Identity
thieves may use phony offers to get you to
give them your personal information.

What To Do If You’re a Victim

First, contact the fraud departments of each
of the three major credit bureaus.

Second, close the accounts that you know or
believe have been tampered with or opened
fraudulently.

Third, file a report with your local police not
necessarily the community where the identity
theft took place.

Finally, file a complaint with the FTC. This
can be done by telephone (1-877-IDTHEFT),
online (www.consumer.gov/idtheft) or by mail
(600 Pennsylvania Ave., NW, Washington,
DC 20580). While the FTC does not have
authority to bring criminal cases, they can
help you with assistance in resolving disputes.

To download an ID THEFT AFFIDAVIT go
to: www.ftc.gov/bep/conline/pubs/credit/affidavit.pdf




